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PERIMETER E-SECURITY
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Providing a single, complete source
for all your security needs since
1997

v

Constant, around the clock
monitoring with over 150 security
personnel analyzing information
24/7/365

v

Continuous third party assessments
including an annual SAS 70 Type Il
and Cybertrust security audit

v

Three redundant data centers and
seven offices nationwide

v

Servicing over 2,000 financial
institutions in the United States

Call Us Toll Free: 800.234.2175
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PERIMETER E-SECURITY WEB CONTENT FILTERING OVERVIEW
Perimeter E-Security's Web Content Filtering service is the most advanced and complete
web monitoring security product available on the market today, providing the perfect
balance between efficient content security and peace of mind. With its unique proactive
technologies and advanced architecture, Perimeter's Web Content Filtering service
stays ahead of threats to increase employee productivity, avoid legal liability associated
with inappropriate content, and reduce any unnecessary load on corporate bandwidth.
Whether you choose our completely managed Web Content Filtering service or prefer
your hardware on-site with the UTM bundle, you can rest assured that your web usage
across the organization will be completely monitored and secure.
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@FERIMETER WEB CONTENT FILTERING

THE PERIMETER E-SECURITY WEB CONTENT FILTERING SERVICE:

Perimeter E-Security's Web Content Filtering service has been redesigned to utilize
ViewPoint's complete and robust reporting, configuration, and auditing architecture.
With Perimeter E-Security's Web Content Filtering service, you are not only ensuring
that malicious websites are being blocked and that your employees are using their

web browsing privileges in a productive manner, but you are also getting the deepest
systematic reporting capabilities available. Besides getting a “complete” picture of your
web traffic in one-click, you can also drill down to see exactly what sites your users are
visiting while browsing the web. Configurations of your service, including customized
alerts, block/allow categories, and allow/deny list URLs can be conveniently made directly
in the portal.

+  Non-business related web traffic or web access that violates your Internet usage
policy
+  Web sites known to be infected with viruses or spyware

+  Web sites that create excess bandwidth utilization (Including web sites with
streaming media, Internet radio and peer-to-peer sharing)

+  Web sites that reduce productivity (Including web sites with advertisements,
message boards, instant messaging and free downloads)

THE BENEFITS OF PERIMETER'S SERVICE

Key Features Benefits

Thorough reporting including the ability to mine data by hits
Superior Visibility/Reports | (total, blocked, or allowed), or systematically by either the web
view or the organizational view

Alerts can be set up to monitor specific users, departments, or
Customizable Alerts hits to a particular URL so that managers are aware of their
employees' web usage

Compliance reports covering FFIEC requirements, as well as

Regulat Requi t
equlatory Kequirements general web monitoring compliance

Eliminate the time managing web filtering policies and
Cost Effective monitoring your employees’ web usage by quickly obtaining
detailed reports in ViewPoint

Web policies on a department level can be configured directly in
the portal, saving time and boasting instant results; specific
Easy Configuration allowed and denied URL lists (formerly known as white/
blacklists) can also be maintained in the portal easily and
efficiently

Integrate other security solutions such as Firewall, IDS/IPS, Web
Scalable Environment Browsing AV, and VPN easily while leveraging the power and
convenience of ViewPoint
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